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What	
  is	
  Reliability?	
  	
  
	
  
“In	
  my	
  village	
  the	
  percep3on	
  of	
  reliability	
  of	
  our	
  
9-­‐1-­‐1	
  service	
  is	
  that	
  if	
  someone	
  sees	
  another	
  person	
  
bleeding,	
  they’ll	
  call	
  9-­‐1-­‐1	
  first.”	
  	
  
	
  
-­‐	
  Overheard	
  at	
  a	
  NG	
  9-­‐1-­‐1	
  Conference	
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How do you Operate a 9-1-1 Service Reliably?	
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•  Visibility into Call Origination Failures in the Access Network 
•  Wireline and Wireless Access Network  

•  Integration of Signaling Data 
•  SIP / VoIP Originations Failures 

•  Next Generation 9-1-1 Functional Elements 

•  Distribution of actionable alerts  
•  Dashboard customized to reflect the national footprint 
•  Assure911 Mobile Apps 
•  Text, Email, Existing NOC system 

	
  
	
  
	
  

? 

? 
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•  The	
  purpose	
  is	
  to	
  allow	
  sharing	
  across	
  organiza3ons	
  
•  Allows	
  collec3on	
  of	
  data	
  from	
  two	
  or	
  more	
  9-­‐1-­‐1	
  networks	
  
•  Covers	
  Legacy	
  E9-­‐1-­‐1	
  and	
  Next	
  Genera3on	
  9-­‐1-­‐1	
  
•  Allows	
  data	
  collec3on	
  from	
  both	
  origina3ng	
  and	
  termina3ng	
  networks	
  
•  Provides	
  alerts	
  based	
  on	
  troubles	
  found	
  

Public	
  Safety	
  
Infrastructure	
  

Legacy	
  
Network	
  

Public	
  Safety	
  
Infrastructure	
  
Next	
  Gen	
  
9-­‐1-­‐1	
  
ESInet	
  	
  

Patented	
  “9-­‐1-­‐1	
  Status	
  System	
  and	
  Method”	
  

Monitoring	
  Data	
  
Public	
  Safety	
  Data	
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Data	
  Center	
  Monitoring	
  
Outside	
  Network	
  Monitoring	
  
Alerts	
  to	
  Users	
  
Incoming	
  Call	
  Traffic	
  

6	
  

NG911	
  Data	
  Center(s)	
  

SIP,	
  Legacy	
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I/F	
  #1	
  

Logger	
   BCF	
   Carrier	
  
POI	
  

Database	
  

Data	
  Collec7on	
  Client(s)	
  

Visibility of the  
Next Generation 9-1-1 
Architecture	
  (NENA	
  i3)	
   Assure911 Mobile Apps or 

Existing NOC platforms	
  

I/F	
  #7	
  

ESRP	
  

I/F	
  #2	
  

I/F	
  #1	
  –	
  SNMP	
  
I/F	
  #2	
  –	
  ICMP	
  	
  	
  
I/F	
  #3	
  –	
  NENA	
  i3	
  
I/F	
  #4	
  –	
  NENA	
  i3	
  
I/F	
  #5	
  –	
  NENA	
  i3	
  
I/F	
  #6	
  –	
  IP	
  Probe	
  
I/F	
  #7	
  -­‐	
  Legacy	
  

I/F	
  #4	
  I/F	
  #3	
   I/F	
  #5	
  
Probe	
  

I/F	
  #6	
  

ESInet	
  
elements	
  

Access	
  
Traffic	
  

Access	
  
Networks	
  

? 



Integration of Signaling Data - SIP / VoIP Originations 
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In an IP network,  
 Probes and  
 Border Control Functions (Session Border Control and Firewall), 

Give visibility into 
  
•  All SIP initiated call troubles 
•  All SIP Control events 
•  Complete network 
     coverage 

? 



Next Generation 9-1-1 Data	
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•  Call Data (NENA i3) used to detect 
troubles on a per-call basis 

•  Database results could indicate 
Default Routing 

•  Dynamic Thresholding finds 
abnormal call processing patterns 



FCC is supportive of a reliable  
Next Generation 9-1-1	
  roll-­‐out,	
  
including	
  monitoring	
  …	
  

09/25/2015	
   9	
  Copyright	
  Assure911.net,	
  LLC	
  2015.	
  All	
  Rights	
  
Reserved.	
  

“Finally, we believe the network monitoring component of the existing rule should 
cover not just the physical diversity of monitoring facilities, but also the proper 
prioritization of critical network alarms.108  
________________________________________________________________ 
 
108 For example, 911 service providers should have processes in place to send critical 
alarms to appropriate personnel whenever a substantial proportion of 911 calls are 
not being processed … comparing the number of calls originated to the number of 
ALI queries …. “ 
 
From: 
Document FCC-14-186A1 
POLICY STATEMENT AND NOTICE OF PROPOSED RULEMAKING  
Adopted: November 21, 2014  
Released: November 21, 2014  
IV. NOTICE OF PROPOSED RULEMAKING,  
      A. Revisions to Rule 12.4,  
      Paragraph 45, Page 20  
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Compare ALI Queries to other traffic 

Monitor Normal amount of ALI Queries 

Mobile'App'(ANDROID)'Download'and'Setup'Instructions'' '

Copyright'Assure911.net'2015''
'

'
• Go'to'Google'Play,'or'to'the'site:''
• http://play.google.com/store'
• Search'for'“assure911”'
• Download'the'demo'app'
• Go'to'Settings'….''
• And'select'the'role'you'wish'to'play'in'the'demo'
• Hit'the'back'button'to'return'to'the'main'screen '

'
'

'
'
These'instructions'are'for'any'Android'Device.''While'our'product'is'available'on'the'
iOS'Platform'as'well,'we'unfortunately'do'not'have'a'demo'module'available'at'the'
present'time.'



Defini7on	
  –	
  	
  
	
  
Situa7onal	
  Awareness	
  Related	
  to	
  a	
  9-­‐1-­‐1	
  outage	
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“All entities in the chain of end-to-end 911 service must give 
serious consideration to ensuring that information about alarms 
associated with critical physical and logical functionalities is 
shared among such entities along the 911 call chain” 

From: 
 
April 2014 Multistate 911 Outage: Cause and Impact  
Report and Recommendations, Dated October 10/2014 
Public Safety Docket No. 14-72 PSHSB Case File Nos. 14-CCR-0001-0007 
Section 4.4 Communications Among 911 Ecosystem Participants 
  
 

? 



Defini7on	
  –	
  	
  
	
  
Situa7onal	
  Awareness	
  requires	
  the	
  END-­‐to-­‐END	
  VIEW	
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“Our goal of proactive, measured accountability for reliable 911 
call completion extends from the provision of service to the 911 
caller at one end to the provision of service to the PSAP on the 
other.” 

From: 
Document FCC-14-186A1 
POLICY STATEMENT AND NOTICE OF PROPOSED RULEMAKING  
Adopted: November 21, 2014  
Released: November 21, 2014  
II. BACKGROUND, A. Entities Providing 911 Connectivity, Paragraph 7, Page 4  
  
 



 Value –  
 
9-1-1 Service Situational Awareness reduces risk 	
   	
   	
  

	
   
To LIVES 
 
To Business 
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 Value 

9-­‐1-­‐1	
  outages	
  put	
  lives	
  at	
  risk	
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 Value 

9-­‐1-­‐1	
  outages	
  can	
  be	
  costly	
  to	
  service	
  providers	
  
	
  



Reporting and Notification 
for Regulatory Compliance 
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Mobile'App'(ANDROID)'Download'and'Setup'Instructions'' '

Copyright'Assure911.net'2015''
'

'
• Go'to'Google'Play,'or'to'the'site:''
• http://play.google.com/store'
• Search'for'“assure911”'
• Download'the'demo'app'
• Go'to'Settings'….''
• And'select'the'role'you'wish'to'play'in'the'demo'
• Hit'the'back'button'to'return'to'the'main'screen '

'
'

'
'
These'instructions'are'for'any'Android'Device.''While'our'product'is'available'on'the'
iOS'Platform'as'well,'we'unfortunately'do'not'have'a'demo'module'available'at'the'
present'time.'

Mobile'App'(ANDROID)'Download'and'Setup'Instructions'' '

Copyright'Assure911.net'2015''
'

'
• Go'to'Google'Play,'or'to'the'site:''
• http://play.google.com/store'
• Search'for'“assure911”'
• Download'the'demo'app'
• Go'to'Settings'….''
• And'select'the'role'you'wish'to'play'in'the'demo'
• Hit'the'back'button'to'return'to'the'main'screen '

'
'

'
'
These'instructions'are'for'any'Android'Device.''While'our'product'is'available'on'the'
iOS'Platform'as'well,'we'unfortunately'do'not'have'a'demo'module'available'at'the'
present'time.'



Element	
  Manager	
   Element	
  Manager	
  IP	
  Transport	
  OSS	
  	
  Carrier	
  and	
  VSP	
  	
  OSS	
  

        
Outage Scenario: 
Fiber Cut in Transport Facilities 
	
  
	
  

Patented 9-1-1  
Status System and Method 
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9-­‐1-­‐1	
  System	
  Service	
  Provider	
   PSAP	
  Management	
   FCC	
  

05/14	
  11:05	
  No	
  Trouble	
   05/14	
  11:05	
  No	
  Trouble	
   05/14	
  11:05	
  No	
  Trouble	
  

05/14	
  11:10	
  Circuit	
  Fail	
  Wireline	
  Carrier	
   05/14	
  11:10	
  Ckt	
  Fail:	
  NXX-­‐319	
  more	
   05/14	
  11:10	
  No	
  Trouble	
  

05/14	
  11:15	
  PSAP	
  No3fied	
   05/14	
  11:15	
  Ckt	
  Fail:	
  NXX-­‐319	
  more	
   05/14	
  11:15	
  No	
  Trouble	
  

05/14	
  11:20	
  Circuit	
  Fail	
  CLEC	
  (1x)	
   05/14	
  11:20	
  Ckt	
  Fail:	
  NXX-­‐319	
  more	
   05/14	
  11:20	
  No	
  Trouble	
  

05/14	
  11:25	
  Circuit	
  Fail	
  CLEC	
  (3x)	
  
REPORTABLE	
  

05/14	
  11:25	
  Ckt	
  Fail:	
  NXX-­‐319	
  more	
   05/14	
  11:25	
  No	
  Trouble	
  

05/14	
  11:30	
  Circuit	
  Fail	
  Wireless	
  Carrier	
  (5x)	
   05/14	
  11:30	
  Ckt	
  Fail:	
  NXX-­‐319	
  331	
  
more	
  

05/14	
  11:30	
  No	
  Trouble	
  

05/14	
  11:35	
  FCC	
  Must	
  be	
  No3fied	
  in	
  10	
  mins	
   05/14	
  11:35	
  Ckt	
  Fail:	
  NXX-­‐319	
  331	
  
more	
  

05/14	
  11:35	
  No	
  Trouble	
  

05/14	
  11:40	
  Transport	
  Provider	
   05/14	
  11:40	
  Ckt	
  Fail:	
  NXX-­‐319	
  331	
  
more	
  

05/14	
  11:40	
  Outage	
  in	
  
Mytown	
  

05/14	
  11:45	
  FCC	
  No3fied	
   05/14	
  11:45	
  Ckt	
  Fail:	
  NXX-­‐319	
  331	
  
more	
  

05/14	
  11:45	
  Outage	
  in	
  
Mytown	
  

Fiber Cut in Transport Facilities 
Actionable Alerts sent to users based on Role

	
   	
   	
   	
  	
  
 
 
 
 
 
 

 



Path	
  Forward	
  
Let’s	
  work	
  together	
  to	
  improve	
  	
  

End-­‐to-­‐End	
  	
  
9-­‐1-­‐1	
  Reliability	
  

	
  
	
  

Visit	
  assure911.com	
  for	
  more	
  informa3on	
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