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Assure911.net	
  
Contracted	
  to	
  design	
  ESInet	
  for	
  CounCes	
  of	
  Southern	
  Illinois	
  

•  Presented	
  Design	
  to	
  Illinois	
  Commerce	
  Commission	
  

•  Presented	
  Design	
  to	
  FCC	
  
•  Funding	
  and	
  managing	
  design	
  validaCon	
  tesCng	
  at	
  IIT	
  

•  End-­‐to-­‐End	
  monitoring	
  system	
  to	
  be	
  deployed	
  



PSAP	
  

I3	
  PSAP	
  

Call	
  
Taker	
  

NG9-­‐1-­‐1	
  
System	
  

NG911	
  Data	
  Center	
  B	
  

3	
  

NG9-­‐1-­‐1	
  
System	
  PSAP	
  

I3	
  PSAP	
  

NG911	
  Data	
  Center	
  A	
  

LNG	
  

Call	
  
Taker	
  

LNG	
  

LNG=	
  Legacy	
  Network	
  Gateway	
  
PSAP=	
  Public	
  Safety	
  Answering	
  Point	
  

10/3/11	
   Copyright	
  Assure911,	
  LLC	
  2011	
  All	
  Rights	
  Reserved	
  

ESInet 



10/3/11	
   4	
  Copyright	
  Assure911,	
  LLC	
  2011	
  All	
  Rights	
  Reserved	
  

Reliability,	
  Defined	
  …	
  
	
  NENA	
  Emergency	
  Services	
  IP	
  Network	
  Design	
  for	
  NG9-­‐1-­‐1	
  

	
  [08-­‐XXX,	
  Version	
  1,	
  August	
  16,	
  2011]	
  quotes	
  IEEE:	
  

“Reliability is the ability of a system or component to 
perform its required functions under stated conditions for a 
specified period of time [IEEE 90].” 

(See [NENA] for a discussion of Reliability vs. Availability.) 

IEEE 90 – Institute of Electrical and Electronics Engineers, IEEE Standard Computer Dictionary: A 
Compilation of IEEE Standard Computer Glossaries. New York, NY: 1990 
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Reliability,	
  Defined	
  …	
  
	
  [NENA]	
  further	
  defines	
  reliability	
  as	
  an	
  measure	
  of	
  how	
  close	
  

can	
  you	
  get	
  to	
  operaCng	
  100%	
  of	
  the	
  Cme	
  before	
  a	
  failure	
  :	
  

     

where   e = the mathematical constant e or 2.718281828459045… 
and Time = time of the mission in hours 

€ 

R =
−

Time
MTBF
⎛ 

⎝ 
⎜ 

⎞ 

⎠ 
⎟ e

[NENA]	
  Emergency	
  Services	
  IP	
  Network	
  Design	
  for	
  NG9-­‐1-­‐1	
  [08-­‐XXX,	
  Version	
  1,	
  August	
  16,	
  2011]	
   

Using 8760 (hours in a year), typical  
routers have MTBF 240k to 340k, 
Ending up between .9 and .99 reliable 
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Planning	
  Reliability	
  

	
  In	
  the	
  ESInet	
  Design	
  
•  Select	
  components	
  with	
  high	
  MTBF	
  (mean	
  Cme	
  between	
  failures)	
  

•  Physical	
  broadband	
  network	
  passes	
  Data	
  Centers	
  and	
  PSAPs	
  with	
  diverse	
  
faciliCes	
  

•  Carriers	
  may	
  choose	
  SIP	
  with	
  many	
  paths	
  over	
  which	
  traffic can	
  be	
  
delivered	
  to	
  either	
  Data	
  Center	
  

•  Sectored	
  rouCng	
  gives	
  legacy	
  traffic	
  diverse	
  paths	
  to	
  LNGs	
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Availability,	
  on	
  the	
  other	
  hand	
  …	
  
	
  [NENA]:	
  

     

[NENA]	
  Emergency	
  Services	
  IP	
  Network	
  Design	
  for	
  NG9-­‐1-­‐1	
  [08-­‐XXX,	
  Version	
  1,	
  August	
  16,	
  2011]	
   

€ 

A = UpTime
(UpTime+DownTime)

Less than 5 minutes of  
Down Time per year is 
Five-Nines 

(Performance after design) 



10/3/11	
   8	
  Copyright	
  Assure911,	
  LLC	
  2011	
  All	
  Rights	
  Reserved	
  

Reliability,	
  another	
  definiCon	
  …	
  

“In my village the perception of reliability of our 9-1-1 
service is that if someone sees another person bleeding, 
they’ll call 9-1-1 first.”  

 - heard at a prior IIT RTCL Conference	
  



10/3/11	
   9	
  Copyright	
  Assure911,	
  LLC	
  2011	
  All	
  Rights	
  Reserved	
  

Reliability,	
  one	
  more	
  definiCon	
  

where attempts = successes + failures [NENA] 

Aeempt	
  =	
  Caller	
  originates	
  communicaCons	
  (Call,	
  Text,	
  etc)	
  
Success	
  	
  =	
  Caller	
  and	
  Telecommunicator	
  at	
  PSAP	
  connect	
  € 

Ra =
Successes
Attempts

[NENA]	
  Emergency	
  Services	
  IP	
  Network	
  Design	
  for	
  NG9-­‐1-­‐1	
  [08-­‐XXX,	
  Version	
  1,	
  August	
  16,	
  2011]	
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Reliability	
  Ager	
  Design	
  

Ager	
  the	
  ESInet	
  Design	
  
•  IP	
  Over	
  Satellite	
  facility	
  for	
  recovery	
  of	
  isolated	
  PSAP	
  

•  Intergovernmental	
  agreements	
  allow	
  agencies	
  to	
  serve	
  as	
  alternate	
  	
  answering	
  
points	
  for	
  isolated	
  PSAPs	
  

•  End-­‐to-­‐End	
  Real-­‐Cme	
  monitoring	
  and	
  system	
  log	
  analysis	
  to	
  discover	
  processing	
  
anomalies	
  	
  



10/3/11	
   11	
  Assure911.net	
  	
  Proprietary	
  –	
  Use	
  with	
  permission	
  only	
  

Mobile Satellite connection may be able to put a PSAP back on the air 

X 

IP	
  Over	
  
Satellite	
  
Receiver	
  

IP	
  Over	
  
Satellite	
  
Service	
  
Provider	
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Physical broadband network may not pass all PSAPs with diverse facilities 

Intergovernmental	
  agreements	
  allow	
  PSAP	
  #3	
  to	
  serve	
  as	
  an	
  alternate	
  answering	
  point	
  
for	
  PSAP	
  #1	
  and/or	
  #2	
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Every	
  PSAP	
  can	
  take	
  Any	
  Call	
  

D – Data Center 
P – PSAP Location 
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14:14:25 PM - “UNSUCCESSFUL CALL ATTEMPT”, to “911” 

14:14:42 PM - User acknowledged alarm (within 17 seconds) 

The same person made 15 attempts in 22 minutes. 
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Failed SS7 Origination 
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403 Forbidden 
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Reliability	
  Ager	
  Design	
  

• Let the NG911 System route to backup PSAPs 

• Add cost effective technology to add routes on the fly 

• Act on origination failures € 

Ra =
Successes
Attempts

To	
  increase	
  reliability	
  ager	
  design:	
  
Make	
  it	
  a	
  priority	
  to	
  keep	
  aeempts	
  
successful	
  



Assure911TM	
  
Patented,	
  End-­‐to-­‐End	
  	
  9-­‐1-­‐1	
  Status	
  System	
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